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Abstract — This article describes a service-oriented 

solution framework designed for home environments. A 
pragmatic approach is developed to help integrate 
conventional home automation systems following the service 
oriented computing paradigm. We believe it is improbable 
that there will be a single dominant middleware for the home 
computing that would be right for different appliances. A 
number of middlewares have recently emerged and it is 
common knowledge that they haven’t a sufficient degree of 
interoperability. Because of this, the authors show how the 
approach based on XML, Web Services, and Internet 
protocols, provide a uniform and novel architecture to cope 
with the architecture complexity in a open standard way. 
Furthermore a converging layer is conceived to incorporate a 
high level abstraction by an XML-based home automation 
language1. 
 

Index Terms — Service Oriented Architecture, Web Services, 

Home Networking, XML.  

I. INTRODUCTION 

The Information and Communication technologies spread 
across our life to make easier our everyday tasks and to 
increase the quality of our existence in every domain, realizing 
the Pervasive Computing vision [1]. 

As in other domains, also in home environments many 
appliances are rapidly becoming computationally enabled, 
equipped with different communications protocols, and 
therefore connected to home networks. For example, there are 
middleware such as UPnP [2], Jini [3], and HAVi [4] for 
connecting audio and video devices while protocols such as 
Konnex [5], LonWorks [6], or X10 [7] are suitable for 
appliances for security and home automation. All these 
domotic technologies aim to realize intelligent home 
environments, automating some particular sequences of tasks 
and integrating the home with the outside world, especially 
with the Internet.  

However, home appliances and devices belonging to 
different middlewares are actually completely isolated from 
each other, creating the main obstacle to the domotic market 
growth. Surely, there are other factors slowing down the 
spread of domotics, such as the cost of devices and the lack of 
user-friendly interfaces [8], but in our opinion it is absolutely 
essential to integrate all the devices into one open and 
universal home standard platform in which home appliances 
can interoperate and “speak the same language”. 

We could try to do a parallelism between the domotic and 
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the cell-phones markets: mobile phones would not be so 
diffused as nowadays if they could only communicate with 
phones of their own brand. GSM standard allows 
communications between mobile phones, aside from their 
brands and transparently to the end user. 

As other networks also home ones follow Metcalfe’s law 
[9], according to which the value of a network equals 
approximately the square of the number of its users. 

The Service Oriented Architecture (SOA) [10], in particular 
the adoption of Web Services, may help to address these 
challenges and appears to be an ideal paradigm to overcome 
the rigid patchwork of technology islands with poor 
interoperability. Even if it is currently focused mainly on 
enterprise and business services, we believe SOA will 
represent the future model to realize an interconnected home 
universal infrastructure, platform- and language-independent. 

In our proposed architecture, we introduce DomoNet 
(Domotic Network), an abstract layer for representing and 
controlling all appliances in an overall integrated system in 
which DomoML (Domotic Markup Language), is an XML 
vocabulary developed by the authors of this paper in order to 
support a clear separation between appliances resources 
descriptions and software or hardware platforms, languages, or 
protocols. 

II. RELATED WORK 

In order to solve the interoperability problem between 
heterogeneous home networks, let before consider a 
hypothetical home environment, which is composed by the 
main domotic middlewares and protocols available on the 
market. 

Each middleware, from now on called subnetwork, has a set 
of conforming devices that can talk and cooperate with each 
other to constitute a working, independent, but closed home 
system. 

A possible approach for interoperability could be 
represented by a hardware/software module (gateway) 
between each couple of home networks: these gateways must 
have an interface towards both the subnetworks they link and 
provide a translation mechanism between the two domotic 
protocols. An example is the bridge between UPnP and 
LonWorks [11]. 

However, this first solution is not sufficiently scalable 
because the number of the required gateways grows up too fast 
respect to the number of subnetworks to be connected. If we 
suppose to bind n distinct subnetworks, n(n-1)/2 gateways 
would be necessary. 

Then, there are two important aspects to be considered: first 
of all it is necessary to build up a common infrastructure in 
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order to link every home subnetwork protocol; in addition, it is 
essential to develop a universal communication paradigm to be 
used by this infrastructure. 

So, in the last years some interesting and more scalable 
solutions are emerged to provide the interoperability among 
heterogeneous home subnetworks. 

The solution developed at Waseda University [12] proposes a 
framework for connecting home computing middlewares which 
integrate legacy systems and the services offered by each one of 
them. The drawback is that it cannot generate services 
dynamically by combining all the functions of all the appliances. 

In order to overcome the limits of one-to-one protocol 
bridges and to deploy home network services without the 
knowledge of differences of middlewares, the Electronics and 
Telecommunications Research Institute, Taejon Korea, 
proposes an Universal Home Network Middleware (UHNM) 
[13] to guarantee a seamless interoperability of appliances and 
services under heterogeneous middleware. Even if the 
architecture proposes a repository defined in XML and tackles 
a lot of problems to realize the interoperability between 
heterogeneous architecture, we believe that this solution is far 
from an ideal interoperability based on open-standard 
technologies such as Web Services, XML, and Internet 
protocols that we believe fundamental to guarantee at possible 
solution to the problem. 

To confirm our approach, we outline an interesting 
approach provided by the Open Building Information 
Exchange group (oBIX) [14] that is working to create a 
standard XML and Web Services guideline to facilitate the 
exchange of information in the building automation field. 

A SOA approach is the one proposed by the Device Profile 
for Web Services (DPWS) [15] which combines the advantage 
of UPnP with Web Services compatibility. In this case the 
evolution of device networking paves the way for extending 
the SOA paradigm into the device world implementing an 
innovative communication infrastructure based on Web 
Services protocols at the device level. 

One important alternative solution comes from the OSGi 
(Open Service Gateway initiative) Service Platform [16]. 
OSGi Service Platform is a standard, non-proprietary, software 
component framework for manufacturers, service providers 
and developers that could act as Home Residential Gateway. A 
residential gateway essentially represents the entry/exit point 
of a particular environment towards the extern world services, 
that is to say services provided by the Internet. 

Although it is non-proprietary and it could solve the 
interoperability issue between home middlewares, OSGi is 
completely based on the Java platform and this fact may 
certainly represent a “political obstacle” to its definitive 
adfirmation in the domotic context. 

In addition, we can point out more basic differences. First of 
all, Web Services are language and platform independent and 
could be accepted and adopted as the universal standard for 
the application-to-application communication paradigm by 
everyone (e.g. both Java and .NET supporters). 

The use of the Web Services paradigm as the basis of the 
solution, also assures the building of a natural and native 
distributed architecture. In this way, the home effectively 
becomes an Internet node, so it could use all the services 
available on the Internet and it could also provide new services 
to other nodes. Web Services are the emerging standard on 
which the communication between Internet applications will 
be based. 

III. DOMONET ARCHITECTURE 

Our architectural solution (DomoNet) follows a typical 
approach in computer science contexts and improves the 
scalability avoiding the one-to-one protocol conversion 
approaches. DomoNet is based on a Service Oriented 
Architecture (SOA) model in which the services represent the 
functionalities offered by devices. It essentially consists of a 
network connecting application gateways called 
TechManagers, TMs, (one for each middleware we want to 
interconnect) and Web Services, each one handling a different 
device typology. This solution is certainly scalable because it 
requires only n gateways (that is to say TMs) in order to bind n 
distinct home subnetworks. 

In Figure 1 we show an example of a home network 
connecting four domotic subnets (each subnet represents a 
particular domotic technology, such as UPnP, Jini, Konnex 
and X10) to some Web Services (handling lighting devices, 
clocks and alarms) through the use of four TMs. 

 

 

Fig. 1. DomoNet Architecture. 

 
The Web Services, from now on called DeviceWS (in 

particular, LightsWS, ClocksWS etc…), will be installed on 
one or more web servers reachable from the TMs. To trace a 
broad outline, every TM will register itself to all the 
DeviceWSs available on the home network; it will share with 
them information about the structure and the state of the subnet 
to which it is connected to and it will ask for information about 
the other middlewares registered to the same DeviceWS. 

Again through these DeviceWSs, a TM will be able to 
operate devices in other middlewares just knowing their 
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offered services at the DomoNet level described through the 
use of the DomoML language. DomoML is the ideal and 
highly desirable way to reach the separation of the functional 
specifications from the implementation using a specific 
communication standard. 

DomoNet does not aim to substitute all the existing home 
middlewares in order to become the unique available standard. 
On the contrary, it is developed to make up an heterogeneous 
and highly-interoperable home environment.  

The interoperability between devices does not mean that a 
particular device belonging to a home middleware must offer 
exactly the same functionalities of an equivalent device 
belonging to another one. Our solution does not improve the 
intrinsic capabilities that each home middleware provides. For 
example X10 will not be able to manage a complex UPnP 
device (e.g. media player) as well as UPnP itself can do. 

In the next section, we illustrate the different modules of our 
architecture. 

IV. TECHMANAGERS 

The TechManagers are applications installed on computers 
connected to both a domotic middleware and the DomoNet 
network. Broadly speaking, a TM has to translate commands 
between the protocol used in the domotic middleware and the 
one used in DomoNet; it has to register to the available Web 
Services and to publish the actual state of the middleware 
network into DomoNet. 

A TM can be implemented in the preferred programming 
language and platform but it should consist of, at least, the 
following three elements: a TechServer, a TCP server which 
DeviceWSs could connect to, following the registration of the 
TM, and send commands generated in other middlewares 
participating in DomoNet; a DeviceController able to control 
the devices in the middleware using the specific protocol; a 
Translator between the protocol of the middleware and the 
one used in DomoNet. 

In the figure 2, you can see the general structure of a TM 
and the so-called Real Devices and Virtual Devices. The 
former are software representation of the devices available in 
the domotic middleware connected to the TM. The latter are 
software objects representing devices belonging to other 
technologies, that is to say other middlewares registered to 
DomoNet. 

Clients in the middleware will see Virtual Devices as normal 
appliances that can be controlled using the specific protocol of 
the subnet. Commands towards these devices will be 
intercepted by the Device Controller, translated into the 
protocol used in DomoNet (DomoML) and forwarded to the 
right DeviceWS. 

Obviously, Virtual Devices (being standardized in XML 
with a minimal but exhaustive set of services) could not be 
able to expose to all the possible clients the same 
functionalities a Real Device could offer to a controller of its 
own middleware.  

 

 

Fig. 2. TechManager structure. 

V. DEVICEWS 

The DeviceWS are web services available on the DomoNet 
network: each one can be thought as a service container handling a 
single device typology. 

A DeviceWS keeps track of all the devices of the same typology 
and maintain the services they offer in a useful data structure (an 
XML/DomoML file), aside from which home subnetwork they 
belong to. So, DeviceWSs expose all the devices they manage in a 
standard way in order to give a uniform sight of the entire home 
network topology to all the heterogeneous subnetworks. 

The main task of a DeviceWS is correctly routing messages 
between TMs using a table containing couples of addresses: a 
DomoNetAddress, assigned to every device connected to 
DomoNet, and the IP address (and a TCP port) of the 
TechManager that handles that particular device. 

Every DeviceWS offers an interface composed by standard 
web-methods: registerTech, unregisterTech (called by 
TechManagers to (un-)register their presence in DomoNet); 
addDevice, removeDevice (called to modify the topology of the 
device network); execute (the main method called to control 
devices shared by other middlewares); getTechManagerList, 
getDeviceList, getServiceDescription through the output of this 
last webmethod, a DomoML document, it is possible to 
understand which are the devices supported by the web service and 
which are the commands allowed in a call to the execute 
webmethod. 

VI. DOMOML 

Our solution relies on the definition of the specifications for 
the future standardization of two processes: one of them is 
applied at the DeviceWSs level, while the other is necessary to 
develop a sort of universal domotic language to be applied in 
every domotic context. Through the use of XML and XML-
Schemas we have defined a possible standard language to 
describe datatypes, messages, devices and their services. We 
use this language, called DomoML, in the communications 
between TMs and DeviceWSs. 
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The primary task to develop this “lingua franca” was to find 
a uniform and standard way with which to identify a generic 
device and the set of functionalities it offers. 

The requirement of this step is surely more understandable 
if we think about the various and heterogeneous functionalities 
that are offered by the same device belonging to different 
home subnetworks. 

To better explain this troublesome inconsistency between 
different home subnetworks, and the way in which we have 
smoothed such differences, let’s consider a practical example. 

Suppose to have n distinct home subnetworks {H1,…,Hn} 
and n generic devices {DH1,..,DHn}, each one compliant to one 
unique subnetwork and all belonging to the same category (i.e. 
n VCRs or n CD players, etc…). 

Although they all represent the same device, it is highly 
probable they do not offer all the same functionalities because 
of the features provided by the underlying home subnetworks 
to which they are compliant. 

For example, the device DHi could offer the set of 
functionalities F(DHi) = {fi1,…,fik}, while the device DHj (i j) 
could offer the set of functionalities F(DHj) = {fj1,…,fjm} (k m). 

In order to establish a common set of functionalities 
between all the devices {DH1,..,DHn}, we avoided a mere 
intersection between all the sets of functionalities F = 
{f11,…,f1u}∩{fi1,…,fiv}∩{fn1,…,fnw}, because some home 
subnetworks could support a too small set of them. 

So, for each generic device D we decided to create an ad 
hoc set F(D), composed by all the functionalities that are 
supported by at least two home subnetworks. 

This kind of solution directly derives from the virtualization 
mechanism through which a home subnetwork can see all the 
devices belonging to other home middlewares. In the next 
figures we will present an example of DomoML description of 
a simple (binary) light and the body of a SOAP message.  

 
 

 

Fig. 3. DomoML carried by the body of a SOAP message. 

 

Fig. 4. DomoML light description. 

 
Finally, DomoML is not limited to DomoNet context; it 

could also be used by all applications based on automated 
treatment of the information in order to interchange data 
between domotic community entities. 

VII. DOMONET INTEGRATION MODEL 

To better explain how DomoNet works, let consider a TM 
managing a generic home subnetworks. After the TM starts up, 
there are 5 phases to be accomplished: 

i) the recovery of all the DeviceWSs available in 
DomoNet through UDDI; 

ii) the registration to interesting DeviceWS invoking the 
registerTech web method; 

iii) the publishing of the home subnetwork topology 
towards DomoNet, through a sequence of addDevice 
web method calls; 

iv) the recovery of all the devices managed by every 
DeviceWSs which it is registered to, calling the 
getDeviceList web method; 

v) the interaction between all the devices available in the 
home environment at any time. 
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As we just said in section IV, there is a device virtualization 
mechanism to maintain the entire home network topology up-
to-date, which constitutes the base of the DomoNet interaction 
model. 

If a device is compliant to a specific home subnetwork, it is 
virtually replicated by all the TMs into all the other 
subnetworks connected to DomoNet, according to the features 
of each protocol. 

At runtime, each subnetwork will be composed by a set of 
real and virtual devices that cooperate with each other in order 
to set up a Web Services-based distributed application. 

Using Web Services and other typical Internet standards, 
DomoNet makes the home a real Internet node; in this way, 
home environments could be managed and controlled from any 
remote location having access to the Internet. Users do not 
have to worry about the heterogeneous devices and protocols 
their homes are composed by: they could interact with their 
homes and take advantage of all their services, just as they do 
with modern web-based applications through usable and 
accessible interfaces. 

VIII. DOMONET PROTOTYPE 

DomoNet prototype implements this architecture connecting 
lighting devices of two different middlewares: UPnP and 
Konnex. Two TMs have been, consequently, implemented: the 
UPnPManager and the KNXManager. In order to manage 
lighting devices, a web service called LightsWS was also 
implemented and installed on a web server reachable from the 
TMs. 

Of course, it was also necessary to produce an instance of 
DomoML language to realize a real working prototype. 

Our experiments consisted in controlling UPnP lights via 
Konnex switches and Konnex dimmable lamps through an 
UPnP client. The UPnP lights we used were software 
emulators provided by the Intel Authoring Tools for UPnP 
Technologies software package [17]. 

Both TMs have a graphical user interface that does not 
make distinction between real and virtual devices. Virtual 
devices are considered real ones, so the GUI can manage all 
the devices using the protocol of the middleware the TM 
handles.  

The LightsWS has been registered into a UDDI server that 
the TMs contact to have a list of web services available in 
DomoNet. This reduces the system dynamicity so we are 
planning to use in the near future the new possibilities offered 
by discovery protocols such as WS-Discovery. 

In the following paragraphs we will describe the two TMs 
and the LightsWS. 

A. UPnPManager 
It is the application gateway between the DomoNet network 

and the subnetwork composed by UPnP devices. Its main 
objective is sharing information about this subnetwork with the 
Web Services in order to give to clients of other middlewares 
the possibility of controlling UPnP devices without knowing 
the UPnP protocol. 

The code of the UPnPManager is completely in C#. The 
application needs two other DLL libraries: Intel UPnP.dll and 
DomoNet.dll. 

 

 

Fig. 5. UPnPManager structure. 
 
In the previous figure all the modules composing the 

UPnPManager are depicted. 
Nowadays the application has a simple user interface 

(FormUPnPManager) that helps a user to interact with both the 
UPnP subnetwork and DomoNet. 

The heart of the application is the UPnPManager.cs module 
that links together the UPnPServer, the LightTranslator and 
the UPnPLightsController. So it becomes easy to introduce 
new controllers and translators for other device typologies 
with semi-automated procedures. 

The UPnPServer.cs module is a simple TCP server that 
waits for connections coming from the Web Services. For each 
accepted connection (from a Web Service to which the 
UPnPManager has just registered itself) there will be a new 
thread waiting for messages in DomoML. 

These messages are parsed in order to understand to which 
DeviceTranslator they have to be forwarded. The 
LightsTranslator has the obvious role of translating messages 
related to lighting devices, such as dimmable or binary lights.  

Another task demanded to the DeviceTranslator is sending 
answers to Web Services asking for status of devices. 

The messages coming from DomoNet in DomoML and 
translated into the UPnPProtocol by the just described module, 
are then forwarded to the LightsController that, through the 
use of the Intel UPnP library, is able to control the behavior of 
UPnP devices. 

B. KNXManager 
It is the interface module software that enables Konnex 

subnetwork to interact with DomoNet framework. 



IEEE Transactions on Consumer Electronics, Vol. 52, No. 1, FEBRUARY 2006 102 

It was entirely developed in Java on Windows platform and 
it is composed by various software blocks, each one of them 
carries out specific tasks. 

The KNXManager is composed by two main modules, one 
is necessary to interact with DomoNet and Web Services, 
while the other one allows the interaction with the Konnex bus 
through the EIBA/Falcon libraries. 

The picture below shows all the modules composing the 
KNXManager’s software architecture. 

 

 

Fig. 6. KNXManager structure. 

 
Unlike UPnP which provides plug&play features, Konnex 

subnetwork must be setup and configured with a software 
toolkit before being able to correctly work. All the data and 
information related to the configuration process are collected 
in a standard structured way such as an XML file. 

The KNXConfigurationParser implements a DOM parser 
that takes the XML configuration file as input. 

The KNXServer plays exactly the same role of the 
UPnPServer, while KNXDeviceController simply represents a 
controllers’ container. 

Each controller modules manages a particular device 
category (KNXLightingController in our prototype) and 
constitutes the interface for the bus access. 

Associated to a particular controller, there is a tailored 
translator module like the UPnP LightsTranslator one. Then 
there is a set of KNXDevice instances that represent proxy 
entities acting both as real and virtual Konnex devices. 

From an abstract point of view, the Konnex subnetwork 
appears like a set of devices that are able to read and write on 
the bus. For this reason, every Konnex device can be 
represented by an instance of the generic KNXDevice Java 
class. This class constitutes the root of the entire devices 
hierarchy: all the devices must extend this class adding their 
specific services. All the DomoML messages translated by the 
translator module are forwarded to the right proxy entity (that 
is to say to the correct KNXDevice instance). In this way the 
proxy can control the behavior of the specific device through 
the use of Konnex Falcon libraries [18]. 

Even the KNXManager has a graphical user interface that 
permits the interaction with the entire system. 

C. LIGHTSWS 
LIGHTSWS is the first DeviceWS we implemented in our 

prototype. Its main task is handling lighting devices belonging 
to different middlewares as if they were all following the same 
protocol. 

The first step in its implementation was to define and 
standardize the services a lighting device should support. We 
therefore created a document in DomoML describing two kind 
of devices: the binary lights (the ones that can only be turned 
on or off) and the dimmable lights (of which you can set the 
intensity value). A dimmable light following the DomoML 
standard will obey to the SET/GET POWER and SET/GET 
LEVEL commands while a simple binary light will only obey 
to the former two commands. 

There are two important aspects we have to focus, both 
concerning the concept of interoperability. From one side, our 
prototype demonstrates how to achieve the interoperability 
into the home environment through the use of open standard 
technologies; then, as a side effect, it is also an important 
example of the interoperability between distributed 
applications developed on different platforms (Java and 
.NET), using the Web Services paradigm. 

IX. CONCLUSION AND FUTURE WORK 

We have proposed a Service Oriented Architecture and the 
use of Web services to reach the interoperability between 
different home computing middlewares. More test will be 
required with the implementation of more services, however 
results so far have been encouraging. Since the architecture is 
flexible and uses a simple approach, it is easy to add a new 
TechManager or develop a DeviceWS for a new device 
typology. In fact the implementation of an X10Manager is 
almost finished following the same principles applied to UPnP 
and Konnex counterparts. 

As a starting point, we have chosen a simple domain such as 
the lightning one but in the same way we could easily apply 
our solution to other appliances. We are testing now the 
addition to the system of a Konnex control unit (operating sun 
blinds, roller shutters and Venetian blinds) and of a real UPnP 
videocamera. 

In the near future we plan to extend the DomoML language 
and the DomoNet architecture. In fact some studies have been 
already carried out at ISTI Domotics Laboratory of Italian 
National Research Council dealing with expansion of these 
subjects. DomoML is also part of the NICHE project (Natural 
Interaction in Computerized Home Environment) [19], whose 
main research objective is the development of a natural 
language-driven interface requiring the definition of a 
cognitive model [20].  

Three main levels are identified: DomoML-env 
(environment) for the description of the environment and its 
resources, DomoML-fun (functionality) for the composition 
and aggregation of resources to define more complex 
operations, and DomoML-com (communication) for the 
interaction of resources, in the form of lingua franca. 
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In addition the LIGHT project (xmL-based Innovative 
Generation for Home networking Technologies) [19] extend 
the DomoNet infrastructure work, integrating it with  current 
and emerging Web Services specifications to support stronger 
mechanisms such as security, reliable-messaging, eventing, 
addressing, policy, and so on. 
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